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Executive Summary:

The Purpose of this policy is to regulate the management, operation and use of the School’s CCTV (video surveillance)
system in line with the Department for Education CCTV regulations (March 2026), the Information Commissioner’s
Office (ICO) Video surveillance (CCTV) guidance and associated UK GDPR requirements. It has been based on the
National Education Union Model Policy for CCTV in Schools and all credit is given to that document.

Related Policies:

Safeguarding and Child Protection Policy
Behaviour Policy

Staff Code of Conduct

ICT and Acceptable Use Policies

Data Protection Policy
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Section 1: Introduction

1.1

1.2

1.3

1.4

1.5

1.6

1.7

The School uses Closed-Circuit Television (CCTV) systems as part of its commitment to safeguarding pupils,
staff and visitors, and to maintaining a safe and secure environment.

The School ensures that the use of CCTV is lawful, fair, transparent, necessary and proportionate, and is not
excessive in relation to its intended purposes and the School regularly reviews whether CCTV remains
necessary and whether less intrusive measures could achieve the same aim.

The purposes of CCTV processing are to safeguard pupils, staff and visitors;

° Protect school buildings and assets;

. Prevent and detect crime, anti-social behaviour, and damage;

. Support health and safety arrangements;

. Assist in the investigation of incidents and, where appropriate, support law enforcement.

The CCTV system is owned and operated by the School, the deployment of which is determined by the
School’s Governing Body and Senior Leadership Team.

The introduction of, or changes to, CCTV monitoring will be subject to consultation with staff and members
of the School community.

All authorised operators and employees with access to images are aware of the procedures that need to be
followed when accessing the recorded images. All operators are made aware of their responsibilities in
following the CCTV Policy. All employees are aware of the restrictions in relation to access to, and disclosure
of recorded images.

The School recognises that CCTV may capture images of children, whose personal data requires enhanced
protection. The School ensures that pupils and parents/carers are informed about the use of CCTV through
clear privacy notices and appropriate signage.

Section 2: Legal Basis and Compliance

2.1

2.2

2.3

2.4

2.5

CCTV images of identifiable individuals constitute personal data, and their processing is governed by:

e UK General Data Protection Regulation (UK GDPR)

e Data Protection Act 2018.

The lawful basis for processing CCTV data is:

e Article 6(1)(e) — Public Task (maintained schools), or

e Article 6(1)(f) — Legitimate Interests (where applicable)

The School acts as the data controller and is responsible for ensuring compliance with data protection law.
The School follows the Information Commissioner’s Office (ICO) guidance on video surveillance (including
CCTV) and relevant legislation.

Details of CCTV usage are included in the School’s Privacy Notices, including purposes, lawful basis, retention
periods, and individual rights. These notices are made available to pupils, parents/carers, staff and visitors.

Section 3: Governance and Accountability

3.1
3.2

33

3.4

The Governing Body have overall accountability for ensuring compliance with this policy and applicable law.

The Headteacher is responsible for:

e Operational oversight of the CCTV system;

Ensuring compliance with this policy;

Authorising access to footage;

e Ensuring regular review of CCTV necessity and proportionality, including periodic review of the supporting
Data Protection Impact Assessment (DPIA).

The Data Protection Officer (DPO) will:

e Advise on compliance;

e Oversee Subject Access Requests (SARs);

e Provide guidance on data protection risks.

Staff authorised to access CCTV must:

e Only access footage where necessary;

e Comply with data protection requirements;

e Undertake regular (at least annual) training.
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Section 4: Scope

4.1

4.2
4.3

4.4

4.5

4.6

4.7

This policy relates directly to the location and use of CCTV and the monitoring, recording and subsequent use
of such recorded material. The School follows the Information Commissioner’s Office (ICO) Video surveillance
(CCTV) guidance and associated UK GDPR requirements.

CCTV warning signs will be clearly and prominently placed at the main external entrance to the School.

In areas where CCTV is used, the School will ensure that there are prominent signs placed within the controlled
area. The planning and design have endeavoured to ensure that the system will give maximum effectiveness
and efficiency, but it is not guaranteed that the system will cover or detect every single

incident taking place in the areas of coverage.

CCTV monitoring of public areas for security purposes will be conducted in a manner consistent with all existing
policies and related legislation. Video monitoring of public areas for security purposes within school premises
is limited to uses that do not violate the individual’s reasonable expectation to privacy.

CCTV will not be used for routine staff performance monitoring. It may be used in specific circumstances (e.g.
safeguarding or misconduct investigations) where lawful, necessary and proportionate.

CCTV is not routinely used in classrooms. Any exception will require a documented DPIA demonstrating
necessity and proportionality.

Recognisable images captured by CCTV systems are ‘personal data’. They are therefore subject to the
provisions of the UK General Data Protection Regulation and Data Protection Act 2018.

Section 5: Location of Cameras

5.1

5.2

53

The cameras are sited so that they capture images relevant to the purposes for which they have been installed,
and care will be taken to ensure that reasonable privacy expectations are not violated. The School will ensure
that the location of equipment is carefully considered to ensure that the images captured comply with the
legislation. The School will make every effort to position the cameras so that their coverage is restricted to the
School premises, which includes both indoor and outdoor areas.

A Data Protection Impact Assessment (DPIA) will be carried out:

e Before installing new CCTV systems;

¢ When making significant changes to existing systems.

e Before introducing audio recording capabilities.

DPIAs will assess:

e Necessity and proportionality;

e  Privacy risks;

e Mitigating controls.

5.4 Members of staff will have access to details of where CCTV cameras are situated (Listed below):

e Inside the reception airlock looking at the front doors and the reception hatch (this camera records sound);
e Inside the internal reception area and internal desk (this camera records sound);

e Qutside the staffroom looking directly at the front doors;

e Qutside staffroom Carrel area looking towards the yellow hatched lines directly outside the reception area
and the Exit gate;

Outside staffroom Carrel area looking towards the entrance gate;

Above the site maintenance garage looking towards the green gates;

On a camera pole looking down onto the Sixth Form car park;

On the North side of the South Porch looking over the Quad;

e On the front of the Tech. Block looking towards the green gates;

e Qutside the Gym entrance looking at the Sixth Form car park coded pedestrian gate;

e On the side of lab 4 looking down onto the Y7 Netball Courts;

e Qutside the Performing Arts entrance looking at the south side South Porch doors;

e At the rear of the Tech. Block looking down onto the mini-bus parking area and DofE wooden sheds;

e On the side of Lab 4 looking down the pathway at the bus queue exit gate.

e At the side of the Tech. Block looking over the school field and the rear M.F.L. doors;

e Inthe Canteen overlooking the till areas.
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5.5

5.6

CCTV Video Monitoring and Recording of Public Areas may include the following:

e Protection of school buildings and property: The building’s perimeter, entrances and exits, lobbies and
corridors, special storage areas, cashier locations, receiving areas for goods/services;

e Monitoring of Access Control Systems: Monitor and record restricted access areas at entrances to
buildings and other areas;

e Verification of Security Alarms: Intrusion alarms, exit door controls, external alarms;

¢ Video Patrol of Public Areas: Parking areas, main entrance/exit gates, traffic control;

e Criminal Investigations (carried out by the police): Robbery, burglary and theft surveillance

The Reception cameras record sound only where this is strictly necessary for security and safeguarding

purposes. The use of audio recording has been subject to a specific DPIA, which demonstrates that it is

necessary and proportionate, and appropriate safeguards are in place. Clear signage informs individuals where

audio is in operation.

Section 6: Access to recordings and images

6.1
6.2

6.3

6.4

6.5

6.6

6.7

Access is restricted to authorised personnel only and on a strict need-to-know basis.

Access to recorded images will be restricted to the staff authorised to view them and will not be made
widely available;

A record will be kept of:

e All access to footage;

e Any disclosure of images.

CCTV footage may be disclosed where lawful and necessary, including to:

e Police or law enforcement;

Safeguarding partners;

Regulators;

Insurers or legal representatives;

e Courts (where required).

All disclosures will be:

e Documented;

e Proportionate;

e Compliant with data protection law.

If an order is granted by a Court for disclosure of CCTV images, the School will comply. However, very careful
consideration will be given to exactly what the Court order requires. If there are any concerns as to disclosure,
then the Data Protection Officer should be contacted in the first instance and appropriate legal advice may be
required;

Requests for images should be made in writing to the Data Protection Officer.

Section 7: Data Subject Rights

7.1

7.2
7.3
7.4

7.5

Individuals have rights under data protection law, including:

e The right of access (Subject Access Request);

e The right to erasure (where applicable);

e The right to restrict processing;

e Theright to object.

Requests should be submitted to the Data Protection Officer.

The School will respond within one calendar month, subject to legal exemptions.

Requests may be refused or restricted where:

e It would affect the rights of others;

e It would prejudice an investigation.

Individuals have the right to raise concerns or complaints about the use of CCTV. Complaints should initially
be addressed to the School via the School’s Complaints Policy. If individuals remain dissatisfied, they have the
right to complain to the Information Commissioner’s Office (ICO).
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Section 8: Storage, Retention and Security

8.1 CCTV footage is securely stored with appropriate technical and organisational measures, including:
e Restricted access controls;
e Password protection;
e Audit logs of access.
8.2 Recorded images will be retained for no longer than 31 days, unless:
e Required for an investigation;
e Needed for legal proceedings.
8.3 The retention period is based on documented operational need and in accordance with the School’s Data
Retention Schedule, applying the principle of data minimisation.
8.4 Staff with access to CCTV receive regular data protection training (annual).

Section 9: Policy Review

The Data Protection Officer is responsible for monitoring and reviewing this policy. This policy will be reviewed
biennially. In addition, changes to legislation, national guidance, codes of practice or commissioner advice may
trigger interim review
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