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Section 1: Rationale

1.1

1.2

1.3

1.4

1.5

Safeguarding is the prime concern underpinning our electronic device, mobile phone and social networking
policy.

As a School we understand, appreciate and encourage the digital world that our young people are growing up
in. We also understand that in extreme cases, electronic devices, mobile phones and social media can be used
to disrupt learning, invade privacy, bully, intimidate, threaten and humiliate. We have a duty of care to our
students, our staff and our School and will uphold the appropriate use of technology but will deal will those
who break our rules and place us at risk.

For the purposes of this policy “in school” includes the entire grounds of the School within the perimeter
boundary fence, as well as offsite school approved trips and activities.

Staff should not be questioned or challenged about these rules. Any student doing so will be spoken to by
senior staff.

From February 2014 Ministers gave schools the right to search, screen and confiscate personal mobile devices.

IM

Section 2: Personal Electronic Devices

2.1

2.2

2.3

2.4

For the purposes of this policy, personal electronic devices (PED) refers to all technology such as mobile
phones, tablets, e-readers, cameras, music devices, recording equipment etc. irrespective of brand name,
generation, or type.

ALL such items MUST be locked in student lockers during the school day. There are only two exceptions to

this rule:

a) If a member of staff allows students to use their PED for a specific learning activity within their lesson and
under their direct supervision.

b) Sixth Form students may use their mobile phones and PED in the Sixth Form area comprising the Sixth
Form Common Room and Sixth Form Study Room (not around site). If a member of staff requests a student
to put their phone or PED away they must comply.

The School is not responsible for loss, damage or theft of PED and parents are advised to arrange suitable

insurance should they allow their child to bring such items to school (including school trips and visits).

However, if an item is stolen, the School will make a reasonable attempt to investigate the theft and recover

the item. This may involve the theft being reported to the police.

No PED is to be charged in school.

Section 3: Wi-Fi & Internet access

See Appendix 2: Student Acceptable Use Agreement

3.1

3.2

With the exception of Sixth Form students (see 3.2), no PED (including mobile phones) is to be connected to
the School system, Wi-Fi or internet. Students should remember that they have all sighed an Acceptable Use
Policy which specifies the use of technology and school systems.

a) Sixth Form Area: An exception has been made for Sixth Form students in recognition of their growing
maturity and to facilitate independent study. As such, Sixth Form students may connect a PED, including
mobile phone to the School Wi-Fi in the Sixth Form area comprising the Sixth Form Common Room and
Sixth Form Study Room. Sixth Form students are role models for younger students and we are counting
on their cooperation with using systems appropriately. All students should remember that they have
signed an Acceptable Use Policy which specifies the use of technology and school systems.

b) Performing Arts Block: An exception has also been made for students in the Performing Arts Block to
support access to subject-specific software and enhance learning. Students may connect a PED, including
mobile phones, to the School Wi-Fi in the Performing Arts Block solely to use approved software, such as
BandLab, a digital platform for composing, recording, and mixing music. Students are expected to use
systems responsibly, and all students should remember that they have signed an Acceptable Use Policy,
which specifies appropriate use of technology and School systems. PEDs must not be used for any other
purpose while on the School Wi-Fi.
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Section 4: Mobile Phones

4.1

4.2

4.3

4.4

4.5

4.6

4.7

4.8

4.9
4.10

No student needs their phone with them during the school day unless they have been asked to use it as a
learning tool by a teacher (see point 2.2 (a) above).

In the case of a genuine emergency a student should report to the school reception at (preferably) break, lunch
or after school to speak to their parent/carer on the school land line.

Should a parent/carer need to contact their child in an emergency they should call the school reception and
not their child on their mobile phone.

Mobile phones are permitted on site but must be switched off upon entry to the school site and not be
switched on again until students prepare to leave the school at 3.45pm (see exceptions 2.2 (a) & (b) above).
We recognise that as students prepare to leave school at 3.45pm they may text/call their parents that they
are beginning their journey home. This is acceptable but students must be vigilant to site and road dangers
such as moving vehicles on the drive and car park areas. They must not wear earplugs in these hazardous
areas and must remain vigilant to hazards if walking and calling/texting.

All mobile phones must be locked in lockers during the day (see exceptions 2.2 (a) & (b) above). Having the
phone switched to silent mode and being carried around is not acceptable and will be viewed as a breach of
the rules.

If a student is found in possession of a mobile phone (switched on or off, being used, or not) it will be
confiscated by the member of staff, handed in to the school office with the student’s name and the student
placed in detention. A letter will be sent home informing parents/carers of the contravention of school rules
and the confiscation of the mobile phone.

The student should report to the Headmistress at the end of the timetabled day (3.40pm) to discuss the
contravention of school rules and the confiscation of the phone. Following this discussion the phone will be
returned to the student (on the first occasion).

Should the confiscation occur for a second time, the student will be required to hand their phone in at
reception in the morning and then collect it at the end of the day, for two weeks.

Should a further incident of confiscation occur then appropriate action will be taken.

In certain after school events such as fixtures, trips or students working in the library, and with permission
from the staff in attendance, students may use their mobile phone to contact parents to arrange pick-ups.

Section 5: Smart watches

5.1

5.2

A basic time piece is all that is required by a child at school. However, should a student wish to wear a smart
watch to school then all obvious elements of this policy apply to the watch and its use must be limited solely
to time keeping. The smart watch must not be used to access the internet, social media or the School Wi-Fi
during the School day.

No smart watch or wristwatch with a data storage device is permitted in a test room or examination venue.
The wearer will have to remove it and secure it in their locker.

Section 6: PEDs, recordings and photographic images

See Appendix 1 Photographic and Image Consent Form

6.1

6.2

No PED may be used as a recording device or camera without the express permission of those being recorded
or photographed.

Images and recordings are within the remit of the School’s Photographic and Image Consent and are for private
use and private storage only. Such images, recordings or films are prohibited from being shared on-line
without the consent of ALL of those with parental responsibility for EACH child appearing in the images or
recordings. Such images or recordings must be kept securely and may be for personal use only.

Section 7: Social Media and networking

7.1

7.2

All students have signed an Acceptable Use Policy which details use of school systems, technology and
networks. They also receive guidance and education on E-Safety through our PSHCE programme, Computing
lessons and specific events over the course of the academic year.

E-Safety is also a community focus in our Curriculum Evenings for parents. We have developed an area of the
School website with advice and links for parents and students (see Parents>Useful Contacts).
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7.3

7.4

7.5

7.6

The School is not responsible for pupils’ online activity outside of school. Parents have responsibility for their

child’s online behaviour and digital footprint outside of school and are advised to ensure that privacy is set to

the securest level and online behaviour is legal and appropriate.

However, should the School receive evidence that any comment, image or recording judged by us to be

inflammatory, threatening, malicious, offensive or inappropriate about a named pupil, member of staff or the

School itself be placed within the public domain then action will be taken. This action may include a formal

report or complaint to the police.

If a student is feeling concerned, they should:

e Not delete anything — keep everything — it may be needed as evidence.

e Tell someone - Inform parents/carers/staff of what is happening.

Use the service provider’s website to report the incident.

Block the perpetrator.

e Inincidents of malicious or inappropriate communication follow the police procedures (see CEOP website
for details.)

Students should keep safe online by:

e Only adding people they know in the “real” world to their friends list and sites.

o Keep their password safe and change it regularly.

e Think carefully about what they post, send and share —once it is online it is there forever and anyone can
use it.

e Use the CEOP and ThinkUknow websites and what they have learnt in school to stay safe online

e Engage with their parents- they are not being nosey —they want their child to be safe.

|H

Section 8: Examinations and Test situations

8.1

8.2

8.3

NO PED is to be taken into an examination venue or test situation including an iPod, a mobile phone, a MP3/4
player or similar device, a watch, Air Pods or earphones/earbuds.

Contravention of this point will result in a student being reported to an examination board, which could, in
extreme cases, result in the banning from examinations or loss of grades/awards.

The School shares and upholds the JCQ Social Media Infographic v4 — to guide candidates to stay within
the examination regulations.

Section 9: Staff and Visitors

See Appendix 1 Staff Acceptable Use Policy

9.1
9.2

9.3
9.4

9.5
9.6

All staff have signed an Acceptable Use Policy and are subject to the School’s Safeguarding policy.

Teaching staff are expected to have their PEDs (inc mobile phones) turned off during lessons unless it is being
used for a learning activity.

The only phone in an examination venue is held by the lead invigilator for emergency purposes.

Support staff, visitors and teaching staff (when not teaching) may have their mobile phones switched on but
they must be on silent.

Text messages should not be read or sent nor calls made or received during lessons.

Recordings and photographic images of students must not be kept on staff PEDs (inc. mobile phones).

Section 10: Advice and Guidance

10.1

10.2

The School is always willing to listen and try to help resolve issues. Students and parents are welcome to
contact any member of staff they feel comfortable talking to. However, our Pastoral Team have the most
experience in these areas.

Alternatively, parents who are concerned about their child’s use of PEDs, social media or digital/cyber bullying
may find the following websites useful:

e www.anti-bullyingalliance.org.uk

e www.ceop.gov.uk

o www.childline.org.uk

e www.kidscape.org.uk

e www.nspcc.org.uk
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https://www.jcq.org.uk/wp-content/uploads/2024/05/JCQ-Social-Media-Infographic-v6.pdf
http://www.anti-bullyingalliance.org.uk/
http://www.ceop.gov.uk/
http://www.childline.org.uk/
http://www.kidscape.org.uk/
http://www.nspcc.org.uk/

e www.thinkuknow.co.uk
e https://www.saferinternet.org.uk

APPENDICES

1. Staff Acceptable Use Agreement inc. Page 6
Photographic and Image Consent Form

2. Student Acceptable Use Agreement Page 16
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Executive Summary:

The aim of this policy is to set out the individual responsibilities, which assist in protecting Spalding High School (SHS)
and by association, the Local Authority (LCC) information, data, systems, student and staff safeguarding. Full credit
is given to Lincolnshire County Council (LCC) Information Security Policy Framework (2015) and the LCC Acceptable
Use Policy.

As a professional organisation with responsibility for children’s safeguarding all users of our facilities, systems and
information have a responsibility to use them in a professional, lawful, and ethical manner. In addition, it is vital that
users of our facilities, systems and information take all possible and necessary measures to protect against infection,
unauthorised access, damage, loss, abuse, misuse and theft.

School facilities, systems and information must not be used in any way that could be damaging to Spalding High
School’s public image, or for purposes not in the interest of the School, or is abusive, offensive, defamatory, obscene
or indecent or of such a nature as to bring the School, the Local Authority or its staff and students into disrepute.
This Acceptable Use Policy applies to individual's using or accessing School IT equipment, information or systems.
This includes, but is not limited to, employees, governors, contractors, consultants, volunteers, and third party
organisations. It applies to all School owned or leased IT including computer equipment, smart & mobile phones,
software, Internet/Intranet related services, operating systems, storage media and access to network resources.
This policy does not contain exhaustive lists and all users are reminded that IT use should be consistent with the
School ethos, other appropriate school policies, relevant national and local guidance and expectations, and the Law.
The statements in this policy are designed to ensure that colleagues are aware of the acceptable use of IT and their
responsibilities to protect and secure all council or school owned information systems, computer equipment,
accessories and data. To ensure that members of staff are fully aware of their professional responsibilities when
using Information Technology and the school systems, they are asked to read and sign this Acceptable Use Policy.
Related Policies:

Safeguarding Policy

Photographic & Image Consent Form

Personal Electronic Device, Mobile Phone, Social Media Policy (Students)

Student Acceptable Use Policy

Staff Acceptable Use Policy

Chair of Governors Date

Headmistress Date
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Users must only process personal data if they have a justified business (school based) reason and they are

Users must ensure that any personal data of students, staff or parents/carers is kept in accordance with the
Data Protection Act 2018 & UK GDPR. This means that all personal data will be obtained and processed fairly
and lawfully, only kept for specific purposes, held no longer than necessary and will be kept private and
secure with appropriate security measures in place, whether used in the workplace, hosted online (only
within countries or sites with suitable data protection controls that meet the EU and UK regulations) or

Any student (or staff) sensitive data that is removed from the School site should only be removed via the
encrypted memory stick. Normal resources & work does not need to be removed via encrypted files on a

Any images or videos of students must only be taken and used as stated in the School’s Photographic and
Image Consent Form (Appendix 1) and will always take into account parental consent.

Users must not keep or access professional documents which contain school-related sensitive or personal
information (including images, files, videos, emails etc.) on any personal devices (such as laptops, digital
cameras, mobile phones), unless they are suitably secured and encrypted.

Users must protect the devices in their care from unapproved access or theft.
Users must respect copyright and intellectual property rights at all times.

Users must not use Al tools to assist with marking or giving feedback on student work without prior
permission from the rights holder. Where the rights holder is under 18, this means obtaining consent from a
parent or guardian. Under UK copyright law, students automatically own the intellectual property rights to
their original work, be it written work, artwork or other creative output. Uploading this work into Al systems,
especially those that store or train on input, may infringe copyright.

Users must not enter any personal, sensitive, or confidential information of students, staff or parents/carers
into any Al tool under any circumstances.

Use of the computer systems and data provided by the School will be subject to monitoring for security
and/or network management reasons. Monitored systems include, but are not limited to, Internet/Intranet,

The School reserves the right to monitor or record all communication systems, including email, electronic
messaging and internet use. Records of activity may be used by the organisation for the following purposes;
quality assurance; conduct; discipline; performance; capability and/or criminal proceedings and any other
purpose compliant with the regulatory and legislative framework in force and useful to support the School’s
business activities. The School reserves the right to determine the suitability of this information.

Section 1: Protecting data
1.1
authorised to do so.
1.2
accessed remotely (e.g. via VPN).
1.3
USB.
14
1.5
1.6
1.7
1.8
1.9
Section 2: Monitoring
2.1
email, Office and 365 applications.
2.2
Section 3: Breaches of Policy
3.1

All school and council employees have a contractual responsibility to be aware of and conform to the School
and Council’s values, rules, policies and procedures. Breaches of policy may lead to the employee becoming
the subject of school or council based disciplinary procedures in accordance with the Code of Conduct and the
Disciplinary Policy and Procedure.
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3.2 Individuals who are not council or school employees but fail to comply with this policy may have their school
or council information and/or IT revoked and such action could have impacts on contracts with third party
organisations.

Section 4: Training and awareness

4.1 The School will provide training to equip staff with the necessary skills and knowledge to both meet the
School’s needs and provide safeguarding duty of care to staff and students.

4.2 Staff IT training may be provided to cover statutory requirements or the needs of departments or
individuals. Sessions can also be tailored to meet the needs of the School and the requirements of
individuals. Where new software and applications are introduced to the School, specific sessions will be
planned to take account of this. Help sheets and ‘how to’ guides will be provided where required. Users
should familiarise themselves with documentation provided for training and information.

4.3 Where IT training is linked to safeguarding issues, it will be provided as part of the School’s safeguarding
training cycle via the first training day in September and subsequent twilight or training slots thereafter
according to the published programme.

4.4 Training will be provided either for the whole staff, smaller groups, or on a one-to-one basis.

4.5 Staff should discuss any training requirements they feel may be required to fulfil their duties with their line
manager.

Section 5: Internet and E-mail

Please See Appendix 2 for detailed guidelines/etiquette for use of the E-Mail and Sims messaging systems at SHS See
Appendix 3 for notes about staff use of YouTube

5.1 The Internet is to be used in a manner that is consistent with the School’s ethos and code of conduct and as
part of normal execution of a staff member’s job responsibilities.

5.2 The distribution of any information through the Internet, computer-based services, email and messaging
systems is subject to the scrutiny of the Headmistress.

53 Electronic communications with students, parents/carers and other professionals must only take place within
clear and explicit professional boundaries and must be transparent and open to scrutiny at all times. All
communication must take place via a school approved channels and not via personal devices or accounts.

5.4 Any pre-existing relationships or situations that may compromise this (5.3) should be discussed with the
Headmistress or Designated Safeguarding Lead immediately that it arises.

5.5 Users must check that the recipients of email messages are correct so that personal or sensitive information
or data is not accidentally released into the public domain.

5.6 Personally owned email accounts must not be used to transmit or receive school or council information. If
staff are transmitting school or council information it should either be via the school email system (accessed
via the internet if off the premises) or via the encrypted memory stick.

Section 6: Generative Al

Generative Al (GenAl) refers to artificial intelligence systems that can create original content — including text, images,
audio, and video — by drawing on large datasets.
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At Spalding High School, we recognise the growing role of Al in education and support its responsible use to reduce
workload, promote inclusive practice, and enhance teaching and learning.

This approach aligns with current guidance from both the Department for Education (DfE) and Ofsted:

6.1 The DfE encourages the ethical use of Al to support (not replace) teachers, and highlights its potential to assist
with planning, marking, and administration, provided it is used safely and in line with data protection law. !

6.2 Ofsted does not inspect the Al tools themselves but focuses on the impact of their use, particularly regarding
teaching quality, safeguarding, and leadership. School leaders remain accountable for ensuring that Al use has
a positive effect on outcomes.?

While Al offers exciting opportunities, it also demands careful, ethical, and professional use. The code of conduct in
Appendix 4 outlines how staff can use Al responsibly, in ways that reflect our school’s values, safeguarding

expectations, and high standards of practice.

Section 7: Security

7.1 Access levels to the computer systems, user identifications and password systems will be set and managed by
the IT Manager in consultation with the Assistant Headteacher.

7.2 Users are thereafter, responsible for their user name and password or other mechanism as provided (e.g.
access tokens), and must protect their user credentials against misuse.

7.3 Users must never disclose their user identities or passwords to another person. They should ensure that their
passwords are strong and are changed regularly and should not write down passwords in locations where they
are easily accessed. It is advised that if possible passwords are not written down at all.

7.4 Forgotten passwords will be reset only by the IT Manager.
7.5 Users must not use the credentials of another person to access IT.
7.6 Users must ensure that they log out of the system after use and do not leave the computer or device

unattended whilst it is still logged into the system. The computer can be left unattended and logged on for
short periods of time, but in those circumstances it must be locked using the ‘Lock’ facility.

7.7 Users must seek to prevent inadvertent disclosure of personal or sensitive information by; avoiding being
overlooked when working; by taking care when printing information; by carefully checking the distribution list
for any material to be transmitted and using the data projector freeze option when working in a classroom.

7.8 Users must not give individuals from outside the School access to the School’s computer systems. This
includes, but is not limited to, allowing family members or friends’ access to school computer equipment.

7.9 Users must not send personal or sensitive information or data over public networks such as the internet unless
an approved method of encryption has been applied to it.

7.10  Users must only access or attempt to access IT or information that they have been given permission to access.
If users believe they have been provided with access to IT or data in error, they must stop any activity and
report their concerns to the IT Manager or Headmistress immediately.

7.11  Users must not misuse the configuration or settings of any IT.

1 “Generative artificial intelligence (Al) in education” (DfE policy paper, updated 2025)
2 “Ofsted’s Approach to Artificial Intelligence (Al)” (Ofsted policy paper, 2024)
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7.12

7.13

7.14

7.15

7.16

7.17

7.18

Users must not attempt to bypass or subvert IT security controls.

Users must not download software programmes for use on the network without authorisation from the IT
Manager. Documents & files downloaded must be for business use only. Deliberate unauthorised access to,
copying, alteration, or interference with school computer applications or data is not allowed.

All computer applications and data developed for the School are for the sole use of the school except by
permission of the Headmistress.

Users must ensure that data held on removable media is securely erased or the media is destroyed when no
longer required.

All staff are required to report violations of the security procedures established within this policy directly to
the IT Manager immediately who will work with Line Managers and the SLT to resolve/address the problem.

Any alteration to the data of other staff without their explicit authorisation is prohibited.

Attempts to hack into the network or enabling the malicious introduction of viruses, Trojans etc. contravenes
the Computer Misuse Act 1990 and will be dealt with as such.

Section 8: Computer & IT Equipment

8.1

8.2

8.3

8.4

8.5

8.6

8.7

8.8

The acquisition and utilisation of computer equipment and software requires the approval of the IT Manager
in order to ensure system compatibility and compliance with the IT strategy of SHS.

All computer equipment must be kept in a secure location.

Only Network Support and site staff are permitted to move desktop computers and printers. Users must not
move these items and should notify Network Support if an item requires movement to a new location so that
current Health and Safety requirements and network compatibility is met.

No personal computer hardware or personal electronic device (P.E.D) is to be connected to the School’s
network without prior permission of the IT Manager.

It is the responsibility of the user of portable equipment to ensure its security at all times. This requires the
user of portable equipment to ensure:

* Itis locked away and out of sight when not in use;

* Itis secured whilst in use and left unattended temporarily (e.g. laptop security cable or similar);

* That equipment is not left unattended in a vehicle. If a user does have to leave the equipment unattended
in an emergency, it must be securely locked away in the boot of their car;

* Equipment must never be left visible in a vehicle, even when the vehicle is occupied.

Users are responsible for all portable equipment and accessories issued to them and are required to look after,
transport and store the equipment effectively in order to prevent damage to the equipment and accessories.
Levels of damage/loss will be monitored and reported to the Headmistress.

Users are only permitted to use the portable equipment of the School that is issued to and signed for by them,
and thereby authorised for their professional use.

Persons leaving the employment of the School must return all portable computer equipment and accessories
before departure.
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8.9

Section

The disposal of computer equipment requires the approval of the IT Manager in order to ensure asset
replacement and disposal procedure compliance.

9: Personal Electronic Devices (PEDs)

9.1

9.2

9.3

Section

Staff with permission to connect their personal electronic devices (of any kind) to the School’s wireless
network accept that, where appropriate, they must comply with the requirements and terms of this policy.

Staff incorporating P.E.D items as part of an IT enriched curriculum must be familiar with, and ensure that both
they and their students abide by all aspects of the School’s P.E.D policy.

The School is not responsible for loss, damage or theft of P.E.D and colleagues are advised to arrange suitable
insurance should they bring such items to school (including school trips and visits.) However, if an item is
stolen, the School will take a reasonable approach to investigating the theft and to recover the item. This may
involve the theft being reported to the police.

10: Computer System Storage and Usage

10.1

10.2

10.3

10.4

10.5

10.6

Section

Data stored on the local hard disk (e.g. C:\ or D:\ drive) of portable equipment cannot be backed up from the
network and it is therefore the responsibility of the individual to make regular backups.

All school data should be saved to the school network (e.g. T:\ drive) where it can be regularly backed up.

Users should ensure they do not use external storage devices as a long term storage medium for their school
data. External storage should only be used to transfer data from one location to another (e.g. home to school)
where the use of the computer network and/or Internet is not possible (or practical). External storage devices
are easily lost, stolen and the contents corrupted. As these devices do not connect to the School’s computer
network we are unable to recover any lost data.

No sensitive data including, but not limited to, information about students (e.g. class lists, registers and
reports), should ever be saved to an unencrypted external storage device as this contravenes the Data
Protection Act 2018 & UK GDPR. Please see point 1.3 above.

System storage space is finite and users should routinely remove or archive old files from the school networked
systems (i.e. T:\ drive S:\ drive and L:\ drive). This also includes clearing the Downloads folder and emptying
the Recycle Bin. Failure to do so may result in a user being unable to save their work, or in the worst case,
account failure.

E-mail and SIMs messaging storage space is finite and users should routinely remove or archive messages from
their Inbox (including any subfolders), Sent Items and Deleted Items. Failure to do so will result in the user

being unable to send or receive e-mails/SIMs messages.

11: Unacceptable use and the potential to cause offence

111

11.2

11.3

Users must not create, transmit, display, publish or forward any material that is likely to harass, incite, cause
offence, inconvenience or needless anxiety to any other person or group, or anything which could bring their
professional role, the School, or the County Council, into disrepute.

Users must not process, access, store or display any racist, extremist, hate related, sexist, defamatory,
offensive, obscene, illegal or otherwise inappropriate material. Nor may they carry out activities that are
illegal, fraudulent or malicious on any school or council owned systems, hardware or equipment.

Users must not annoy or harass other individuals or groups for instance by sending chain letters, uninvited
emails of a personal nature or by using lewd or offensive language.
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11.4

11.5

Section

Users must ensure that their online reputation and use of IT and information systems are compatible with
their professional role, whether using school or personal systems. This includes the use of email, text, social
media/networking, and gaming and any other devices or websites. Users must recognise that their digital and
on-line presence may be viewed as reflective of Spalding High School and must ensure that professional
distance and reputation are maintained.

Users must take appropriate steps to protect themselves online and will ensure that their use of IT and internet
will not undermine their professional role, interfere with their work duties and will be in accordance with this

policy and the law.

12: Personal Use

12.1

12.2

12.3

12.4

12.5

12.6

12.7

Section

Personal use of School systems such as the internet or email should be reasonable, proportionate and
occasional and must not interfere with the performance of the user’s role, time management or performance
of the systems.

School IT facilities are there to support our School. The Headmistress chooses to permit limited personal use
as long as this does not conflict or interfere with normal school activities or have a financial cost to the School.

Any such personal use must comply with all the requirements and terms of this policy.

Personal use will only be authorised for the user; it shall not be extended to any other person. This includes,
but is not restricted to, family members or friends.

The personal use of social networking websites such as, but not limited to, Facebook and Twitter is prohibited
on all School owned equipment and systems unless authorisation have been given by the Headmistress.

The personal use of any site blocked by the School’s network on school owned equipment (kept in school or
at home) is prohibited.

Users must not store any personal information on the School computer systems and equipment (including any
school laptop or similar device issued to staff) that is unrelated to school activities, such as personal
photographs, music, files or financial information. School printers should not be used for personal printing.
Any such stored media will be removed by the IT Manager in consultation with the user.

13: Safeguarding

13.1

Safeguarding permeates all aspects of this Acceptable Use Policy however additional key points need to be
made clear:

* Users must report all incidents of concern regarding childrens online safety or well-being to the Designated
Safeguarding Lead as soon as possible;

* Users must report any accidental access, receipt of inappropriate materials, filtering breaches or
unsuitable websites to the Designated Safeguarding Lead as soon as possible;

* Users must promote online safety with the students in their care and must help them to develop a
responsible attitude to safety online, system use and to the content they access or create;

* If users have any queries, concerns or questions regarding safe and professional practice electronically or
online either in school or off site, then they must raise them with the Designated Safeguarding Lead or
Headmistress as soon as possible.
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Appendix 1:
Spalding High School
Photographic and Image Consent Form

Occasionally, we may take photographs of the students in our School. We may use these images in

the School Prospectus or in other printed publications that we produce, as well as on our website. We may also
make video or webcam recordings for school-to-school conferences, monitoring or other educational use.
Sometimes contracted outside agencies such as trip venues or activity organisers may take photographs of our
students participating in one of their activities.

From time to time, the School may be visited by the media who will take photographs or film footage of a visiting
dignitary or other high profile event. Students will often appear in these images, which may be printed in local or
national newspapers, or be on televised news programmes.

To comply with the Data Protection Act (2018) and Taking Photographs in Schools (2014) we need your permission
before we can photograph or make any recordings of your child. The School observes the County Council’s
guidelines on the use of photographs and electronic images in Schools (March 2015). Please answer questions 1 to
5, read the declaration and sign and date the form below:

Please circle your
answer

1 | May we use your child’s photograph (unidentified) in the School Prospectus and Yes / No
other printed publications that we produce for promotional purposes?

2 | May we use your child’s image (unidentified) on our website? Yes / No
May we record your child’s image (unidentified) on video or webcam? Yes / No
4 | Do you consent to your child being photographed or filmed in press events/by Yes / No

contracted outside agencies if agreed by the School?

5 | Do you consent to your child’s full name being published with a press photograph?
(At the present time, local newspapers will not agree to publish a photograph in Yes / No
print or on their internet newspaper without a full name).
Please note that websites can be viewed throughout the world and not just in the United Kingdom where UK law
applies.

“Unidentified” above means we will use either no name or first name only.

Parents may take photographs and film activities ONLY for personal use. The Data Protection Act does not prohibit
parents, friends and family members from taking photographs of their child and friends participating in school
activities for the family album and they may film activities at school to watch at home. Such images or films taken by
parents are prohibited from being shared on-line without the consent of all of those with parental responsibility for
each child appearing in the images. Parents must keep their photographs and films securely and may only share with
family members for personal use.

| understand that the School will destroy electronic and actual photographs of my child when they leave the School.
| have read and understood the conditions of use on this form.

StUENT NAME e e FOIM oo e

Parent/Carer SIZNAtUIE ......cccveeeveeeeiereee ettt et sttt eee et s sesens Date .o,

NAME (iN BIOCK CAPILAIS) c.veeeeeeeete ettt et ettt et er et et eeetesteete st s e sessesbesaeseaseasaseetesbessennannan
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Appendix 2: Use of Sims Messaging and E-mail Communication in School

Sims Messaging

SIMS messaging should only be used for communication relating to the following:

Students - to give information, to request information, etc.
Urgent - to give messages for registration, or to members of staff for a specific class at that time

System - to give urgent and/or specific instructions relating to the use of SIMS and the school network

E-mail Messages

E-mail should be used for all other electronic communication not covered above e.g.
Quick questions

To pass on information

Clarify dates, times, locations, etc.

To send file attachments, copies of letters etc.

Etiquette

Email is one of the most efficient forms of communication. However, there are some pitfalls. Below are a few tips to
help get the best from an email system.

* Use the subject line to inform;

*  Be cautious about using ‘reply all’;

* Don’t write all in CAPS, consider underlining key points;

* Email is never private. Most systems nowadays are logged and monitored;

*  Proof/spell check before you send it;

* Treat emails similar to a business letter, try to be formal, particularity with external messages;

* Avoid mood mail. Remember humour and satire are very often misinterpreted in an email; Respond in
a timely manner;

* Add an email signature giving information relating to who you are. A disclaimer is added to all outgoing
emails with the school address on.

We should obviously continue to talk to one another at every possible opportunity!

Both SIMS messages and school email should be checked by staff at the very least, once a day. Both
should be deleted as part of regular 'housekeeping'.
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Appendix 3: Use of YouTube

YouTube is an example of a streaming media website. SHS recognises that teaching and learning can be enriched by
the use of streaming media in the classroom and consequently staff and students will now have unrestricted access
to You Tube from school computers. You Tube must only be used for legitimate teaching purposes; personal use is
prohibited.

Due to the dynamic nature of the Internet, the same risks associated with this other online media (where content is
uploaded by the general population) apply to You Tube. Staff must be mindful of issues such as the validity of the
content, potential copyright and appropriateness for the intended audience. Therefore, when planning to show a
You Tube video, staff must check the content from beginning to end before allowing students to view / access any
videos and also be mindful of comments added below the videos and other recommended videos which may appear
on screen.

It is accepted that the teaching of certain subjects may involve sensitive resources. In such situations it is expected
that the subject matter is presented in context; in a sensitive; balanced manner; and is appropriate for the age of the
intended audience. It is also expected that any home / school contracts regarding religion, sex education, parental
wishes etc. are considered when selecting media content.
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Appendix 4: Generative Al

Generative Al (GenAl) refers to artificial intelligence systems that can create original content — including text, images, audio,
and video — by drawing on large datasets.

At Spalding High School, we recognise the growing role of Al in education and support its responsible use to reduce
workload, promote inclusive practice, and enhance teaching and learning.

This approach aligns with current guidance from both the Department for Education (DfE) and Ofsted:

e The DfE encourages the ethical use of Al to support (not replace) teachers, and highlights its potential to assist with
planning, marking, and administration, provided it is used safely and in line with data protection law.3

o Ofsted does not inspect the Al tools themselves but focuses on the impact of their use, particularly regarding
teaching quality, safeguarding, and leadership. School leaders remain accountable for ensuring that Al use has a
positive effect on outcomes.*

While Al offers exciting opportunities, it also demands careful, ethical, and professional use. This code of conduct outlines
how staff can use Al responsibly, in ways that reflect our school’s values, safeguarding expectations, and high standards of
practice.

1. Guiding Principle: Need, Read, Proceed
o Before using Al, always consider the following:
o Need —Is Al necessary for the task? Will it improve the outcome you’re trying to achieve?
o Read —Know the school's Al and data protection policies.
o Proceed — Use Al with care, verifying outputs and protecting data.

2. Responsible Al Use
o Use Al tools to assist, not replace, your professional judgment.
e  Only use Al for approved educational purposes.
o Always review Al-generated content for accuracy, bias, and appropriateness.
o Do not use Al to mislead or create unlawful, harmful, or offensive content. This includes impersonating
individuals or organisations.
e Be ethical. Ensure that Al-generated content is inclusive and representative of all protected characteristics.

o Teachers must not use Al tools to assist with marking or giving feedback on student work without prior permissions
from the rights holder. Where the rights holder is under 18, this means obtaining consent from a parent or guardian.
Under UK copyright law, students automatically own the intellectual property rights to their original work, be it written
work, artwork or other creative output. Uploading this work into Al systems, especially those that store or train on
input, may infringe copyright.

3. Know Your Tools

e Open Al tools (e.g., ChatGPT) are public platforms that may store and use data you input. Never enter any
personal, sensitive, or confidential information into these tools under any circumstances.

o Closed Al tools are restricted, often school-licensed or GDPR-compliant, and offer greater security. These
should always be your preferred choice for any educational or work-related tasks involving Al.

e Because it is not always clear whether an Al tool is open or closed, the safest and most responsible practice is
to avoid inputting any personal, sensitive, or confidential data into any Al system unless you are certain of its
security and compliance. When in doubt, do not proceed with entering such information. Always seek advice
from your Data Protection Officer (DPO) if uncertain.

4. Protect Personal Data
e Do not input personal/ special category data into Al tools.

3 “Generative artificial intelligence (Al) in education” (DfE policy paper, updated 2025)
4 “Ofsted’s Approach to Artificial Intelligence (Al)” (Ofsted policy paper, 2024)
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9.

o Personal data refers to any information that can identify an individual, either directly or indirectly e.g.,
student names, contact info, assessment data.
o Special category data is considered more sensitive and requires additional protection e.g., health,
beliefs, safeguarding matters.
e  When in doubt, ask your Data Protection Officer (DPO).

Data Breach Protocol
e If you accidentally enter personal data into an Al tool:
o Stop immediately.
o Report it to the DPO or SLT as a potential data breach.
o Follow the School’s breach-reporting procedures.

School Compliance
e Follow all school policies on Al use and data protection.
e Engage in school-provided training on Al, safeguarding and data protection.

Ongoing Learning
e  Stay up to date with evolving Al tools, best practices and risks.
o Attend relevant training and CPD.
e Use reliable resources (e.g., gov.uk) to stay informed on legal requirements.

Community Engagement

e Be transparent with students and parents about your use of Al in teaching.

e Encourage open discussion on Al’s benefits and limitations.

e Remind students about the risks of Al, including reliability, misuse, bias, ethical concerns, and privacy.

e Be aware of potential student misuse of Al tools, particularly for homework and assessments. Design tasks
accordingly, communicate expectations clearly, and apply sanctions cautiously, as Al detection is not always
reliable.

e Report any safeguarding concerns about inappropriate or harmful Al-generated content using the school’s
existing online safety and safeguarding procedures.

Ethical Standards
e Avoid bias, unfairness, or over-reliance on automation.
o Use Al in ways that are fair, inclusive, and respectful to all learners.
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Spalding High School

Acceptable Use Agreement for Students

Introduction

Please read this “Acceptable Use” document carefully. It is designed to explain the use of Computer
Networks within Spalding High School and the responsibilities that you as a student are required to
observe, in its use. This Acceptable Use Agreement is underpinned and supported by both the School’s
Behaviour For Learning Policy and Personal Electronic Devices and Mobile Phone Policy. Students and
Parents should read both policies in full on the school website.

Scope

The following rules and procedures have been formulated to ensure a clear understanding of the responsibilities in
the use of the school computer system, e-mail and Internet facilities and applies to all students.

It applies to all computer software and hardware provided by the School including Personal Computers, Laptops,
Wireless & Broadband connections, Servers and any other equipment that may be provided for use and for Special
Educational Needs and disabilities.

In reference to the School’s Personal Electronic Devices (PED), Mobile Phone and Social Media Policy; No PED is to be
charged in school. With the exception of Sixth Form students and the Performing Arts Block, no PED (including mobile
phones) are to be connected to the school system, Wi-Fi or Internet.

a) Sixth Form Area: An exception has been made for Sixth Form students in recognition of their growing maturity
and to facilitate independent study. As such, Sixth Form students may connect a PED, including mobile phone
to the School Wi-Fi in the Sixth Form area comprising the Sixth Form Common Room and Sixth Form Study
Room. Sixth Form students are role models for younger students and we are counting on their cooperation
with using systems appropriately. All students should remember that they have signed an Acceptable Use
Policy which specifies the use of technology and school systems.

b) Performing Arts Block: An exception has also been made for students in the Performing Arts Block to support
access to subject-specific software and enhance learning. Students may connect a PED, including mobile
phones, to the School Wi-Fi in the Performing Arts Block solely to use approved software, such as BandLab, a
digital platform for composing, recording, and mixing music. Students are expected to use systems
responsibly, and all students should remember that they have signed an Acceptable Use Policy, which specifies
appropriate use of technology and School systems. PEDs must not be used for any other purpose while on
the School Wi-Fi.

Generative Al Student Code of Conduct

Generative Al (GenAl) is a type of artificial intelligence (Al) that creates new content, such as text, images, videos and
music, based on large amounts of existing information. At Spalding High School, we want you to be able to use Al as
a helpful tool for your learning; however, you must also be aware of the risks of using Al, and the rules you must
follow to be a responsible and safe Al user.
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Risks and Rules

* Al Content Can Be Wrong: Al might give you incorrect information. Always double-check what it produces and
make sure your work is accurate. You are responsible for what you submit. As Ollie Bray, Strategic Director of
Education Scotland warns, “Al doesn’t just lie, but it lies in an incredibly enthusiastic, convincing way.”

* Al Can Be Biased: Al can reflect unfair views, often focusing on Western ideas and missing other perspectives. Be
critical of what Al says, especially on sensitive topics, and check it with other reliable sources.

e Al Can Trick or Offend People: Al can create fake content, like deepfakes or misleading stories, or pretend to be
someone else. Never use Al to create harmful content or impersonate others. If you are seeing something
inappropriate, report it like you would online.

* Al Can Store Personal Info: Al might store details like your name, age, or photos. If the tool gets hacked, your
information could be exposed. Never share personal information with Al. If you’re unsure, don’t submit it.

* Check Age Restrictions: Different Al tools have age limits. Make sure you’re old enough and have permission from
an adult before using them. For example, you need to be at least 13 years old to use ChatGPT, but if you’re under
18, you still need parental permission.

* Al Should Help, Not Replace Your Work: Always explain how you used Al and what you asked it to do. Misusing
Al includes copying or paraphrasing Al content without credit, or using Al to complete your work when you’re told

not to.

Don’t Overuse Al: Relying too much on Al can stop you from thinking for yourself. Research shows it can affect your
ability to think critically and reduce learning opportunities. Make sure you’re still doing the work yourself.

Email and Internet

* The email and Internet system is provided for education purposes only and should not be used for personal use,
gain or reward.

* Sending messages of an abusive, offensive, harassing, racist, discriminatory or obscene nature is not permitted
and will result in disciplinary action which may include withdrawal of access rights. Should the School receive
evidence that any comment, image or recording judged by us to be inflammatory, threatening, malicious or
offensive about a named student, member of staff or the school itself be placed in the public domain, then action
will be taken. This action may include a formal report or complaint to the police.

* Access to the Internet is restricted and filtered on content and is available for suitable educational requirements.
Accessing or attempting to access, downloading and/or uploading abusive, offensive, obscene or illegal material
is strictly forbidden and students must follow guidelines from teachers in lessons where access to online digital
resources (e.g. webpages and YouTube content) are being used to enhance teaching and learning.

e Itisimportant that care should be taken when downloading material from the Internet that copyright notices and
license implications are observed.

Cyberbullying

*  Cyberbullying is the sending or posting of harmful or cruel text messages and/or images, using the Internet or
other digital communication devices.

* Spalding High School does not tolerate bullying in any form. Any student found to be involved in incidents of
cyberbullying will be dealt with firmly.
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* The School Behaviour Policy and Personal Electronic Devices, Mobile Phone and Social Media Policy sets out clearly
the procedures and sanctions available to staff to deal with incidents of cyberbullying.

Monitoring

* The School maintains security and anti-virus software that monitors and records details of all network activity in
which individuals transmit or receive files and data.

* To ensure that the rules and procedures are being followed, both email and Internet use will be monitored on a
regular basis. This will include the access of Internet sites, email sent or received though school servers and via

Microsoft 365 Applications.

Security and Confidentiality

*  Every user will be issued with a unique user name and password; this must be kept confidential, not written down
or given to others. The password should be changed on a regular basis in accordance with the system default
password expiry period.

e Each user will have their own area on the network for the storage of data files, coursework and email. The IT
Manager and associated staff will at times randomly inspect data stored on the school networks and Microsoft
365 Cloud Storage, to check appropriate content of such data.

e Computers should never be left unattended and after use, all users should log off/sign out from the network.

* For personal safety, any form of electronic communication should have no references to personal information
such as student home addresses, telephone numbers etc.

* Itis the responsibility of all students to protect the security and confidentiality of the school networks. Students
must not try to deliberately access the online files and folders of their peers, teachers or others.

* Any Wi-Fi access codes provided to Students must not be divulged to others.

Failure to abide by this policy on acceptable use will result in disciplinary action, which may include withdrawal of
access rights. In serious cases it may result in legal action.

You are now requested to sign your acceptance of this policy and agreement document. This has been provided in
the form of a separate page accompanying this document, such that the student can keep the actual policy for
reference and the signed portion can be filed with student records for future use. A summary of this policy can also
be found in the school planner.
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